
Security best 
practices for 
Microsoft partners

Improve your security posture 
with Microsoft tools, resources, 
trainings, and platforms 



Why security matters 
for you and your 
customers

With the rise in sophisticated 
cybersecurity attacks, security 
continues to be one of the top 
challenges of our digital age.

Today, anything less than 
comprehensive security is no 
security at all.

New research highlights the need for solution 
providers to invest in heightened measures:

In the past year, 84 percent of 
organizations reported an identity-
related attack1

Ransomware attacks 

spiked 1,070 percent 
from June 2020 to June 20212

When remote work is a factor, 
security breaches cost $1.07 
million more3

1. “2022 Trends in Securing Digital Identities,” Identity Defined Security Alliance, June 27, 2022.
2. Jakkal, Vasu. “How CISOs are preparing to tackle 2022,” Microsoft Security Blog, Microsoft, January 25, 2022.
3. “Cost of a Data Breach Report 2022,” IBM Security, July 2022.

https://www.microsoft.com/security/blog/2022/01/25/how-cisos-are-preparing-to-tackle-2022/


As the threat landscape continues to evolve—
and industries transition from remote to hybrid 
work—you need to adopt an end-to-end 
Zero Trust security model
that covers the entire technology ecosystem.



Microsoft follows the Zero Trust framework, a highly 
effective security model that assumes all activity—even 
by trusted users—could be a breach.

What is the Zero Trust framework?

Verify explicitly
Authenticate and authorize based on 
all available data points, including 
user identity, location, device health, 
service or workload, data 
classification, and anomalies.

Use least privileged access
Limit user access with just-in-time 
and just-enough-access (JIT/JEA), 
risk-based adaptive polices, and data 
protection to help secure both data 
and productivity.

Assume breach
Minimize blast radius and segment 
access. Verify end-to-end encryption 
and use analytics to get visibility, 
drive threat detection, and         
improve defenses.

https://go.microsoft.com/fwlink/p/?LinkID=2170762&clcid=0x409&culture=en-us&country=US


Use the Zero Trust 
framework to become a 
key security collaborator
By adopting the Zero Trust 
security model, you can keep your 
organization resilient, consistent, 
and responsive to attacks.

Keep your employees and business safe—anytime, 
anywhere, and on any device.
By applying proven Zero Trust security techniques, 
you can keep the data belonging to you, your business, 
and your employees safe from cyberattacks.

Help customers mitigate risk.
Customers value partners who can safeguard their data, 
close security maps, and advise on the products, services, 
and solutions for best-in-class security.

Stay at the forefront of digital transformation. 
Partners who invest in key solutions today—and become 
experts on intelligent security—position themselves to be 
valuable resources in the years to come.

Security holds immense opportunity for partners. 
Gartner expects the total addressable market in security 
and risk management to reach $261.9 billion by 2026.1

1. Gartner: “Forecast: Information Security and Risk Management, Worldwide, 2020-2026, 3Q22 Update,” 
September 28, 2022.



Creating a safer world for all—
together

Microsoft will deliver ongoing guidance 
and resources to help you adopt 
stronger protective measures.
To successfully implement Zero Trust 
across our ecosystem, we’re relying on 
you to take the necessary security 
actions.

By working together, we can better plan 
for shifts in the cybersecurity landscape 
and proactively respond to risk for years 
to come.



Implement a strong approach to security

Learn the 
landscape

Identify and add 
security contacts

Secure your 
endpoints

Secure your 
identity

Ongoing 
monitoring

With new threats constantly emerging, 
security must remain a top priority for 
your business—and tasks should be 
properly delegated to ensure a 
sustainable system.

Explore this guide for key actions that 
can help you implement ongoing 
practices and keep your security sharp. 



Commit to ongoing security with these best practices

Learn the 
landscape

Stay up-to-date on new
security challenges and the 

tools available to meet 
them. Evolve with the 
security landscape to 

protect your organization 
and your customers.

Identify and 
add security 

contacts

Establish an individual or 
group who will be 

accountable for security-
related issues, responding 

quickly when notified 
about potential threats.

Secure your
identity

Take action to enforce  
multifactor 

authentication (MFA) 
and remove unnecessary 
delegated administrative 

privileges.

Secure your 
endpoints

Invest in platforms 
that prevent, 

detect, investigate, 
and respond to 

advanced threats.

Ongoing 
monitoring

Remain engaged with 
your Zero Trust 

framework, tapping 
into resources that 

help you detect fraud 
and protect identities.



Learn the 
landscape

Explore how the Zero Trust 
framework can protect your 
business and customers

Stay up-to-date on the security landscape
As security threats and tools continue to evolve, your practices should, too. 

Microsoft provides the relevant resources you need to stay in the know.

Explore types of cyberattacks, 
how a Zero Trust architecture 
combats these threats, and 
tutorials on how to implement 
crucial Zero Trust tools in this 
three-part video series.

View time: 1 hr, 15 min

Complete the training

Learn more about the principles 
of Zero Trust and the 
corresponding tools designed to 
fortify your business.

Read time: 5 min

Read the blog

Discover what Zero Trust means 
for your business, the 
importance of protecting your 
customers, and actions you can 
take to start building your 
framework today.

View time: 27 min

Watch the video:
Adopting Zero Trust

Key role: 
Security Operator/Analyst 
or Security Administrator

https://partner.microsoft.com/training/assets/collection/nobelium-response-security-training
https://blogs.partner.microsoft.com/mpn/securing-the-channel-journey-to-zero-trust/
https://inspire.microsoft.com/sessions/ead87d39-7330-474a-bc67-dcda652fff1f?source=sessions
https://inspire.microsoft.com/sessions/ead87d39-7330-474a-bc67-dcda652fff1f?source=sessions
https://inspire.microsoft.com/sessions/ead87d39-7330-474a-bc67-dcda652fff1f?source=sessions


Identify and 
add security 
contacts
Establish a point of contact 
for security information

Security contact responsibilities and guidance 

The security contact is an individual or group within your organization who will 
serve as the point of contact if Microsoft detects a threat. The contact must have 
an inbox that can be monitored constantly—we recommend using a distribution 
list—and respond with urgency to investigate and remedy security concerns.

Read time: 5 min

Establish a security contact

Key role: 
Security Administrator

https://docs.microsoft.com/partner-center/security-contact


Secure your   
identity

Safeguard against 
frequent attacks with 
these simple tools 

Enforce multifactor authentication (MFA) for all 
users in tenants for you and your customers

MFA is a key component of the 
Azure Active Directory security 
defaults. Explore the benefits of 
these defaults and follow simple 
actions to enable them for your 
customers.

Read time: 5 min

Read the blog

Learn more about the Azure 
Active Directory security defaults, 
including deployment 
considerations and enforced 
security policies.

Read time: 8 min

Read the article

Discover how to manage Azure 
Active Directory roles and close 
commonly-used avenues for 
cyberattacks.

Read time: 5 min

View best practices

Your identity secure score shows 
how aligned you are with 
Microsoft’s security 
recommendations—and where 
you can better protect your 
customers and business.

Read time: 6 min

Check your score

Passwordless authentication is 
an effective alternative to MFA, 
and Microsoft offers a variety of 
methods to fit your customers’ 
needs.

Read time: 9 min

Explore authentication options

Key role: 
Security Administrator

https://blogs.partner.microsoft.com/mpn/journey-to-zero-trust-a-proactive-approach-to-securing-your-customers/
https://learn.microsoft.com/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://learn.microsoft.com/azure/active-directory/roles/best-practices
https://learn.microsoft.com/azure/active-directory/fundamentals/identity-secure-score
https://learn.microsoft.com/azure/active-directory/authentication/concept-authentication-passwordless


Secure your   
identity

Complete these key 
processes to improve 
customers’ security

Remove Inactive DAP (delegated administration 
privileges) connections

Familiarize yourself with delegated administration 
privileges—how to acquire them, manage them, 
report their activity, and more.

Read time: 6 min

Explore the FAQ

Strengthen your customers’ security by monitoring 
DAP and removing connections that aren’t in use. 

Read time: 5 min

Learn how

Granular delegated administration privileges (GDAP) 
allow customers to partition partners’ access, 
creating an appealing option for those who have 
regulatory privacy or security requirements.

Read time: 2 min

Learn more about GDAP

Create new GDAP relationships with the GDAP bulk 
migration tool, which allows partners to execute the 
DAP-GDAP transition in batches.

Read time: 10 min

Discover tool features

Transition active DAP connections to GDAP 
(granular delegated admin privileges) 

Key role: 
Security Administrator

https://learn.microsoft.com/partner-center/dap-faq
https://learn.microsoft.com/partner-center/dap-monitor-self-serve-removal
https://learn.microsoft.com/partner-center/gdap-introduction
https://learn.microsoft.com/partner-center/gdap-bulk-migration-tool


Secure your   
endpoints

Equip your devices to 
better prevent, detect, 
investigate, and respond 
to cyberattacks 

Use Microsoft Defender for Endpoint

Microsoft Defender for Endpoint works to stop 
threats, scale defenses, and evolve your security.

With components ranging from asset discovery to 
auto investigation, this comprehensive security 
solution provides essential endpoint protection. 

Read time: 2 min

Learn more about Microsft Defender for Endpoint

Watch an overview video. View time: 7 min

Review the documentation for a deeper dive into its 
capabilities. Read time: 4 min

Compare plans to get started. Read time: 3 min

Create a Conditional Access policy to ensure that all 
devices accessing an organization’s resources 
comply with selected security standards—such as 
requiring device encryption or a PIN to unlock. 

For accounts with customer tenant access, Microsoft 
recommends a separate endpoint.

Read time: 2 min

Learn more about Conditional Access

Use Azure Active Directory Conditional Access 
to enforce compliant devices

Key role: 
Security Administrator

https://www.microsoft.com/security/business/endpoint-security/microsoft-defender-endpoint
https://www.microsoft.com/videoplayer/embed/RE4wDob
https://docs.microsoft.com/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint?view=o365-worldwide
https://learn.microsoft.com/microsoft-365/security/defender-endpoint/defender-endpoint-plan-1-2?view=o365-worldwide
https://learn.microsoft.com/azure/active-directory/conditional-access/howto-conditional-access-policy-compliant-device


Ongoing 
monitoring

Track potential 
fraudulent activity

Detect fraud
Identify misuse, manage nonpayment, and enable safeguards against 

unforeseen spending with actions designed to detect fraud.

Azure fraud detection and notification locates 
potential cryptocurrency mining activities in your 
customers’ Azure subscriptions. Notifications enable 
you to take swift action against fraudulent behavior.

Read time: 2 min

Subscribe to fraud notifications

Manage nonpayment, fraud, and misuse by building 
practices that reduce risk and address violations of 
Microsoft policies. Because you are financially 
responsible for customers’ nonpayment and 
fraudulent purchases, having a plan of action is 
essential for your business.

Read time: 2 min

Make a plan

Cost alerts notify you when a customer’s spending 
exceeds a set amount. Types of alerts include 
budget, credit, and department spending quota, 
enabling you to keep a close eye on your customers’ 
spending—and catch any suspicious activity.

Read time: 3 min

Turn on alerts

Set an Azure spending budget to be notified when 
excess spending occurs or implement the more 
advanced Azure cost manager. Preventing or 
responding to unexpected growth is key to 
protecting your business and your customers.

Read time: 2 min

Prevent unexpected spending

Key role: 
Security Operator/Analyst 
or Security Administrator

https://docs.microsoft.com/partner-center/azure-fraud-notification
https://docs.microsoft.com/partner-center/non-payment-fraud-misuse
https://learn.microsoft.com/azure/cost-management-billing/costs/cost-mgt-alerts-monitor-usage-spending
https://www.microsoftpartnercommunity.com/t5/General-news/Prevent-unexpected-growth-in-Azure-spending-due-to/td-p/67268


Ongoing 
monitoring

Mitigate risk by 
upholding the Zero 
Trust framework

Stay proactive
Watch for suspicious activity by configuring your security 

notifications and monitoring customer transactions.

Configure your Azure AD Identity Protection 
notification emails to stay informed on at-risk users 
and detected risky sign-ins (in real time). Promptly 
investigate suspicious activity and help ensure 
customer safety.

Read time: 4 min

Configure notifications

Gain insight into customer transactions by viewing 
and exporting activity logs. By staying up-to-date on 
customer purchases, you may be able to better 
identify any actions that seem suspicious.

Read time: 2 min

Gain insight

Key role: 
Security Operator/Analyst 
or Security Administrator

https://docs.microsoft.com/azure/active-directory/identity-protection/howto-identity-protection-configure-notifications
https://docs.microsoft.com/partner-center/activity-logs


Ongoing 
monitoring

Optimize security spending 
and track budgets

Manage costs
Managing Azure costs is crucial to keeping security updated and 
sharp. Microsoft offers resources to help you monitor cost trends, 

detect anomalies, and track your investment in security.

Maximize your cloud 
environment efficiency and gain 
visibility into your spending with 
our cost optimization training 
module.

Training time: 51 min

Start training

Help customers manage their 
monthly Azure spending by 
creating a budget. Monitor, alter, 
or remove the budget as 
necessary, gaining crucial data to 
strengthen your partnership.

Read time: 3 min

Learn to create budgets

Discover resources that help you 
gain insight on your Azure 
invoice, create and manage 
cloud-centered budgets, and 
more in our hub for cost 
management documents.

Explore resources

Key role: 
Security Operator/Analyst 
or Security Administrator

https://learn.microsoft.com/en-us/training/modules/azure-well-architected-cost-optimization/
https://learn.microsoft.com/en-us/training/modules/azure-well-architected-cost-optimization/
https://learn.microsoft.com/training/modules/azure-well-architected-cost-optimization/
https://learn.microsoft.com/partner-center/set-an-azure-spending-budget-for-your-customers
https://learn.microsoft.com/azure/cost-management-billing/


Joining forces is the 
best line of defense
At Microsoft, we’re committed to helping you 
adopt security strategies that empower you and 
your customers to continue achieving at the 
highest level. 

As we invest in tools for stronger threat protection, 
rooted in the Zero Trust framework, we rely on you 
to proactively strengthen your security posture.

Through our partnership, we can create a safer 
world.



Together, let’s evolve to meet security 
challenges and protect people and 
organizations around the globe

Questions? Register for weekly 
open Q&A sessions with Microsoft 
Business Operations.

Learn how Premier Support for Partners
can provide the guidance you need 
to secure your business.

Read the blog to learn about the 
journey to Zero Trust.

Contact Microsoft partner technical 
consultants* for assistance deploying 
security best practices.

https://globalpbocomm.eventbuilder.com/GranularDelegatedAdminPrivilegesinCSPQASession
https://partner.microsoft.com/en-us/support/microsoft-services-premier-support
https://blogs.partner.microsoft.com/partner/securing-the-channel-journey-to-zero-trust/
https://partner.microsoft.com/en-US/training/technical-presales-deployment-services


Thank you



Additional 
resources

Continue your journey with 
a suite of tools designed to 
enhance partner security

GDAP bulk migration tool FAQ

Secure customer tenants and help customers adopt MFA

Mandating multifactor authentication (MFA) for partner tenant

Learn about the secure application model framework  

Enable the secure application model framework 

Get the list of impacted Azure resources that have Azure fraud activities

Security best practices for partners in the Cloud Solution Provider program

https://docs.microsoft.com/partner-center/gdap-bulk-migration-tool-faq
https://blogs.partner.microsoft.com/mpn/journey-to-zero-trust-a-proactive-approach-to-securing-your-customers/
https://docs.microsoft.com/partner-center/partner-security-requirements-mandating-mfa
https://docs.microsoft.com/partner-center/develop/secure-app-model-framework
https://docs.microsoft.com/partner-center/develop/enable-secure-app-model
https://docs.microsoft.com/partner-center/develop/get-fraud-events
https://docs.microsoft.com/partner-center/csp-security-best-practices


Train and build
knowledge
□ Enroll in security training 

courses.

□ Watch the Inspire 2022 session 
about securing the partner 
ecosystem.

□ Read the partner blog posts 
about cybersecurity.

Key role: Security 
Operator/Analyst or Security 
Administrator

Add a security
contact
□ Identify your organization’s 

security contact and consider 
setting this up as a distribution 
list with multiple people who 
can respond quickly.

□ Keep your contacts updated in 
Partner Center.

Key role: Security Administrator

Secure
identities
□ Enable phish-resistant MFA for 

your tenants.

□ Enable phish-resistant MFA for 
your customer tenants.

□ Review your DAP report and 
remove unneeded connections.

□ Migrate the DAP connections 
you still need to GDAP.

Key role: Security Administrator

Partner
checklist

Improve your security posture 
by completing these actions, 
ensuring that each action is
matched with the ideal role in 
your organization

Secure 
endpoints
□ Use secured devices to access 

your tenant. 

□ Enforce compliant devices 
using Azure AD Conditional 
Access. 

□ Use next-generation anti-virus 
and endpoint detection, as well 
as response products such as 
Microsoft Defender for 
Endpoint.

Key role: Security Administrator

Monitor 
and manage 
□ Enable fraud detection and 

notifications.

□ Set up cost management, 
budget limits, and related 
notifications on Azure 
subscriptions.

□ Set up identity protection and 
configure reports and alerting.

Key role: Security 
Operator/Analyst and Security 
Administrator


